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I. Gidithiéu chung

1. Téng quan

Giai phap phan tich hinh anh théng minh dya trén Al la giai phap giup phéan tich xu
ly di¥ liéu camera, si dung céng nghé tri tué nhan tao dé ty dong dua ra nhitng canh
bdo, phan tich, thong ké dén ngudi dung.

Giai phap Al View Camera la giai phap tich hgp thong minh st dung tri tué nhan tao
ngay trén camera, ty dong nhan dang, phat hién su kién, hanh vi moét cach chinh xac va
dua ra canh bdo sy kién vé hé thong trung tdm. Do vay sé gidm tai duoc server & trung
tam do da dwoc x{& ly phan tich hinh anh phan tac duwoc ngay trén camera.

2. Muc dich tai liéu
Muc dich tai liéu: Hwéng dan st dung cho ngudi dung két ndi, dang nhap, st dung va
cau hinh trén giao dién web ctia Al View Camera

Dai twong hudng dén: Nguoi dung
3. Tl viét tat
4. Tai liéu tham khao
Il. Théng sé phan clrng yéu ciu
Yéu ciu vé thdng s6 may tinh yéu cau dé truy cap st dung WebUI:

- 0S: Windows, Linux
- Web browser: IE, Chrome, Firefox

lll. So d6 két noi
Ngudi dung cd thé két néi theo 2 céch:

e K&t ndi laptop vao router dén camera qua switch PoE, switch PoE cap ngudn cho

camera

19.08.2020 © 2020 Bkav Corp. All Rights Reserved 2
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TCP/IP (DHCP)
% — —>
Router

PC/Laptop

TCP/IP (DHCP)

? POE Switch

TCP/IP (DHCP)

. —
Lvew
s
-y

Camera Al View

M6 hinh két néi qua switch PoE

e K&t ndi truc ti€p ddy mang LAN tir camera dén laptop, camera |y ngudn tir
ngoai

Power \,O TCPNP (DHCP)

Router = |

M6 hinh két néi truc tiép
IV. Hudng dan st dung giao dién web

1. bang nhap
e D3t IP clla may tinh vao cung dai v&i camera:
o M@é clra s6 “Network Connections” bang cach an t& hop phim

. - Bl
Windows+R

19.08.2020 © 2020 Bkav Corp. All Rights Reserved 3
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o Danh “ncpa.cpl” vao ctra sé “Run” va an “Enter”

=7 Typethename of a program, folder, document, or Internet
' rescurce, and Windows will open it for you.

Opem: ncpa.cpl

QK Cancel Browse...

o Trong clra s6 “Network Connections”, kich chuét phai vao card

“Ethernet”, chon “Properties”.

!E: Metwork Connections

Yk Ul e AIIC.. » Metwork Connect... w | Search Metwork Connections 2
r S
Organize - Disable this netwoark device Diagnose this connection » I: - [N 9
P Ethernet — Dl e nd
=  Network ®) Disable plugged
= Intel(R) Ethernet Conneg jit Etherne...
Status

=] . . Diagnose Jnl
| Incoming Connections 9 Y
7 Mo clients connected Bridge Connections

Create Shortcut
Delete

Rename

Properties

Sle@ @

Bz =

4 tems 1 itern =elected

o Trong clra s6 hién ra, chon “Internet Protocol Version 4 (TCP/IPv4)” va

kich vao nut “Properties”.

19.08.2020 © 2020 Bkav Corp. All Rights Reserved



B Ethernet Properties

Metworking  Sharing

Connect using:

I? Irtel(R) Ethemet Connection (Z) [215-V

This connection uses the following tems:

'?Client far Microsoft Metwaorks

~
’:]? File: and Printer Sharing for Microsoft Networks

3 vitualBox NDIS6 Bridged Networking Driver

4005 Packet Scheduler
Intemet Protocol Version 4 (TCP/IPvd)

L | g Microsoft Network Adapter Muttiplexor Protocol

& Microsoft LLDP Protocol Driver W
L4 >

Install... Uninstall Properties

Description

Transmizgion Control Protocol Antem ocol. The default
wide area network protocal that p s communication

across diverse interconnected nefworks.

QK Cancel

Al VIEW

by Bkav

o Tai General kich chon:

Chon “Obtain an IP address automatically”.

Chon “Obtain DNS server address automatically”.
Kich OK dé hoan tat

19.08.2020
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Internet Protocol Version 4 (TCP/1Pwv4) Properties

General  Alternate Configuration

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
(") Use the following IP address:

IP address: | . . . |

Subnet mask: | . . . |

Defaulk gateway: | . . . |

(®) Obtain DNS server address automatically
(") Use the following DNS server addresses:

Preferred DM server: | . . . |

Alternate DNS server: | . . . |

Validate settings upon exit Advanced

Cancel

o Cudicung &n OK dé hoan tat.

B Ethernet Properties

Metworking  Sharing
Connect using:

I? Intel{R) Bthemet Connection (2) 1215-V

Corfigure...
This connection uses the following items:

’:]? File and Prirter Sharing for Microsoft Networks
’:]?"l.ﬁrtuaIEm-: MOISE Bridged Metwarking Driver
T q05 Packet Scheduler

A Intemet Protocol Version 4 (TCP/1Pwd)

O 4 Microsoft Network Adapter Multiplexor Protocol

£33 Clignt for Microsaft Networks ~

4 Microsoft LLOP Protocel Driver W
£ >

Install. .. Uninstall Properties
Description

Transmission Control Protocol/Imtemet Protocol. The defaul
wide area network protocol that provides communicatio
across diverse interconnected netwarks.

Al VIEW

by Bkav
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e Truy tim dia chi IP cia camera théng qua phan mém Advanced IP Scanne
Tai phan mém Advanced IP Scanner theo link: https://www.advanced-ip-

O

scanner.com/vi/

Gidi nén, va cai dat phan mém
Chon tim dai IP tai thanh tim ki€ém (rng theo dai IP Router mang VD:
192.168.1.1-254, 10.2.64.1-254

E Advanced IP Scanner

‘ Status

- O *
File View Settings Help
’ Scan _EP _g
|192.168.1.1-254 Example: 192.168.0.1- 100, 192 168.0.200 |Search jol |
Results Favorites
o
Mame IP Manufacturer MAC address Comments

o Kich chon Scan => phan mém sé& tim kiém céc IP két néi t&i Router mang

(3 Advanced IP Scanner - O X
File View Settings Help
] e
’ Scan _cP _9 ]
[10.2.64.1-254 Erample: 192.168.0.1-100, 192.168.0.200 | [search £
Results Favorites
Status Mame P Manufacturer MAC address Comments ~
= TUNL- T W30, TUAD30 SIS LS
Q- huynhmt 10.2.64.58 COMPAL INFOR...  20:1A:06:34A:44:91
Q- 10.2.64.60 10.2.64.60 GIGA-BYTE TECH...  50:E5:4%:14:C4:0B
E- 10.2.64.62 10.2.64.62 BKAV Corporation  D&iD2:E5:45:0%:01
Q- TaI-PC 10.2.64.63 Micro-Star INT'L ...  44:3A:58:28:EF:63
Q- 10.2.64.65 10.2.64.65 GIGA-BYTE TECH... B4:2E:9%:82:98:D4
Q- MSI 10.2.64.67 TCACHEB:ET:AC
Q- 10.2.64.72 10.2.64.72 GIGA-BYTE TECH... 74:D4:35:61:8B:65
Q- HANY-MS-TCB9  10.2.64.74 D&:BB:C1:08:E9:2B
Q- DESKTOPR-7051... 10.2.84.77 Micro-Star INT'L...  44:3A:58:5C:33:67
Q- 10.2.64.78 10.2.64.78 26:80:68:5C:01:C8
Q- 10.2.64.79 10.2.64.79 04: D% F3AD:B2:41 v
122 alive, 0 dead, 132 unknown

o Tai day tim kiém dia chi MAC address hién trén phan mém khép vai dia
chi MAC in trén vé hdp => IP camera dugc cap phat ddng cho camera

19.08.2020
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e Truy cap vao dia chi IP camera d3 tim dwoc thong qua phan mém Advanced IP
Scanner. VD: 192.168.1.168

Username

Password

Man hinh ddng nhép

e Khi ddng nhap [an dau tién, hé théng sé yéu cau ngudi dung phai nhap mat khau
mdi. Mat khdu mdi phai bao gom:
o Danh cho mat khiu cd tir 8 dén 9 ki tw, ban can dung it nhat 3 loai ki tw
sau: ki tu chir hoa/chit thudng, sé va ki tu dac biét.
o Danh cho méat khiu c6 tir 10 dén 15 ki tw, ban can s dung it nhat 2 loai
trong s6 do.
o Nhirng ki ty dac biét bao gom: ~ 1@#S$%"&*() _-=+|{}[].?/

Man hinh thay d6i mat khau

19.08.2020 © 2020 Bkav Corp. All Rights Reserved 8



Al VIEW

by Bkav

VIEW ve Vi Playback P400- 0803F Log out
By Bhav

Ddng nhép thanh céng

2. Thé Live View
Giao dién Live View dugc hién thi sau khi ddng nhap thanh céng (hoic click vao Live
View & goc trén bén trai):

VIE"Y_\I y P400 - 0803F Log out
y Bkav

T

1t DO e

CIE
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2.1. C4u hinh hinh anh
VIEW Playback Setup Name_Model
Appearance
Contrast — ‘ 5 ‘

Brightness B e — [:‘
Sharpness S — [ 5 ‘
Saturation —_ l 5 ‘
Wide Dynamic Range

WDR

Electronic Image Stabilization

Els »

White Balance

Light moc e Auto -
Exposure
Exposure mode | Automat -
Exposure zone  Automatic v
Min shutter 1/3( v
Max gain 22 v
Orientation
Rotat n 90° 180 (
Mirrol

Default

Apply an

Man hinh cGu hinh hinh énh

e Appearance
o Contrast: Diéu chinh d6 twong phan
o Brightness: Diéu chinh d6 sang cla anh
o Sharpness: Piéu chinh do sic nét clia anh hién thj
o Saturation: Diéu chinh d6 bdo hdoa mau
e Wide dynamic range
o WDR: St dung ché d6 WDR khi nhin ngugc sang, dé nhin rd ca vung sang
va téi cta anh
e Electronic Image Stabilization:
o EIS: S& dung ché do EIS dé chdng rung hinh anh
e White balance:
o Light environment: Chon ché dé can bang trang
e Exposure

19.08.2020 © 2020 Bkav Corp. All Rights Reserved 10
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o Exposure mode: Chon ché d6 phoi sang. Khuyén dung ché dé ty dong
hodc cung tan so v@i ngudn dién
o Exposure zone: Lya chon vung anh dugc sit dung dé tinh toan thoi gian
phoi sang
o Max shutter: Dat thoi gian phoi sang
o Max gain: Dat mic Gain (~ISO)
e Orientation
o Rotate: Xoay hinh (90°, 180°, 270°) dé cho phu hop véi thuc té
o Mirror: Lat hinh - thanh hinh phan chiéu trong guong
2.2. Chup anh va ghi hinh

e Chup hinh: D& chup hinh, kich chon nut “Chup hinh” (o) dé chup hinh anh hién
tai. File anh s& dwoc lwu vao thu muc “Download” trén thé nhé cdia camera. File
anh co tén theo dang: [snapshot_YYYY_MM_DD_HH_MM_SS.jpg].

e Ghi hinh: D& ghi hinh video va luu vao thé nhé cla camera, kich chon nat “Ghi
hinh” ()

2.3. Diéu khién PTZ

L . ,
Kichchon 7~ dévao man hinh diéu khién PTZ

Man hinh diéu khién PTZ

e Piéu khién Pan - Tilt

Bang diéu khién: Gm 4 button dinh huwdng

Gilr click dé diéu hudng di chuyén theo hudng tuy chon, nha click dé dirng di
chuyén

Ché d6 PTZ: Gom 3 ché do

e PTZ: Chirc ndng nay ngudi dung yéu cau st dung PTZ theo phan cirng tirc
la quay quét, zoom theo phan ho tro va optical clia Lens, camera s& PTZ

19.08.2020 © 2020 Bkav Corp. All Rights Reserved 11
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theo cac thdng sé cla Lens va quang hoc ma chat lvgng khung hinh
khdng bi thay d6i (recommended)

e Digital PTZ: Chirc ndng nay dung yéu cau st dung chirc nang PT va Zoom
s6, Camera s& ty diéu chinh chuyén sang ché dé nay dé diéu chinh theo
yéu cau ngudi dung. Chat lwvgng khung hinh s& bi gidm di khi dung chirc
nang nay, giong nhu viéc zoom hinh lai va kéo trong hinh dnh dé

e Al PTZ: Chirc nang nay thi PTZ sé hoat dong theo Al, ty dong Pan, Tilt,
zoom theo vat thé dé tracking, khi chon s& hién mot loai cac bai Al dé
chon, va chon mirc wu tién cho tirng déi tuwong, hién thi thém box Danh
sach Al nhuv dudi day:

- Chtrc nang nay cho phép camera ty dong tracking PTZ theo
doi twong ma Al d3 phat hién duoc cda tirng bai Al

- Vidu: khi chon Person Detection thi Al sé phat hién nguoi
va camera sé tracking PTZ theo ngudi do.

- Camera s& gtti Ién mot danh sach cac bai Al, bai nao dang
chay Al thi enable va dugc tick chon, bai nao khéng chay sé
disable. Néu bai Al nao dugc Enable trong Al Analytics thi
bai d6 sé dwoc hién Enable tai muc Al PTZ.

- Tick dé enable tracking theo vat thé d6, néu mudn camera
tracking PTZ theo déi twong nao thi tick chon vao bai do,
cac bai Al s& tra ra vij tri d6i twong dwoc phat hién va
camera s& ty ddng quay ptz theo déi twgng tim dwoc.

- Click dé sdp x&p murc wu tién theo thi tu trén > dudi cho
trng bai

- Khi chon Al PTZ thi sé disable cac chirc nang Pan, Tilt, Zoom,
Focus vi né da dugc chay ty dong theo Al.

e Zoom

Value tir: 0 > 100%

]
[

foom - 0%

Click chudt Tang/Gidm mot gia tri
e Focus

Néu & ché do: PTZ va Digital PTZ thi:

19.08.2020 © 2020 Bkav Corp. All Rights Reserved 12
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Dropdownlist value gdm: Manual; Auto

Né&u chon Manual, m& button cho phép tuy chinh

Néu chon Auto, khéa button, khéng duoc thao tac

Focus Auto v

Néu & ché d6 Al PTZ: Disable

e Speed

Speed v

Value gbm: Slow; Fast; Normal

Mac dinh: Normal

e Day & Night

Day & Night | Auto v

Value gobm: Auto; Day; Night

Mac dinh: Auto

e Preset: Preset position nham Iwu trit cac dia diém, nham giup Camera cé thé
nhanh chéng, tv dong di chuyén dén vi tri nao dé d3 duoc lwu trir trwdce thay vi

viéc diéu khién cha con ngudi. Preset Positions s& bao gdm céc gia tri sau:

o

o

o

O

Pan — Tilt position: GAc quay Pan-Tilt (ngang/doc) cta vi tri
Zoom position: Mrc Zoom cua Camera
Speed

Day & Night

e Tao Preset position

19.08.2020
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Preset | Group
Add | Delete
Preset no. Name Active Go Select
1 Preset 1 v P {@}
) Preset 2
2 Preset 3
4 Preset 4
5 Preset 5
6 Preset 6

- COé mo6t danh sach cac preset mac dinh véi no ID tir 0-300

- Chon mét preset an Select, sira d6i tén, mudn luwu cac thdng sé PTZ thi diéu chinh
PTZ bén trén rbi xuéng an Add preset

- Preset duoc lwu thi duoc tick vao cot Active va khi chon select thi sé hién thi nut Go.
An Go thi PTZ sé& di dén preset dé

- Muén preset thi an select roi chon Delete

e Tao Group Preset

19.08.2020 © 2020 Bkav Corp. All Rights Reserved 14
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PTZ
Preset | Group
Groupl | ¥ Schedule Start Stop Remove
Add | Delete
Dwell
Preset no. Name time (1- Go Select
128s)

- Gom 1 combobox 1 list cdc Group. Chon mét group bat ki

- M&i group s& 1ap Schedule, d€ 1ap lich chay cho group d6, 4n Schedule s& hién bang.
Kéo chudt dé chon vung 1ap lich

Schedule Of Group Digital PTZ

12am

Apply Cancel

- Chon Start dé chay Group dé
- Stop dé dirng
- Remove dé xda cac Preset dugc luu trong group va Schedule

- Thiét 13p céc preset cho Group thi chon Add s& hién ra 1 Preset mac dinh bén dudi

19.08.2020 © 2020 Bkav Corp. All Rights Reserved 15
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Lwu y: Phai Active preset bén tab preset trudc

Chon select dé chinh slra cdc thong s6, d6i preset no, thoi gian dirng cla preset d6 trong
group

Mudn xda thi an Delete.

Add | Delete
Dwell
Preset no. Name time (1- Go Select
128s)
1 Preset 1 1

2.4. Xem thong sé camera

Kich chon ® dé vao man hinh xem théng sé camera, bao gobm

19.08.2020 © 2020 Bkav Corp. All Rights Reserved 16
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VIEW Playback Setup Name_Model

Man hinh théng s6 camera

e Stream Profile: Théng s6 ludng streaming

e Network: Théng s6 vé dia chi IP va MAC clia camera

e List of Ips are accessing: Danh sach IP dang truy cap vao camera.

3. Thé Playback

Cho phép ngudi dung xem lai di¥ liéu dwoc lwu lai tir camera. Khi nhan vao giao
dién Playback, khung video méic dinh hién thj hinh anh tir ché& d6 Live View

Live View PA400 - 0803F Log out

Man hinh thé Playback — Xem lai video

e Video: Tat ca video d3 lwu trén thiét bj

19.08.2020 © 2020 Bkav Corp. All Rights Reserved 17
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VIEW Liveview Playback Setup Name_Model

List Of Video
20/04/2020 £ 12 : 12 12 Storage Al v [ Delete | Download
=]
Start time ‘ End time Internal Play Delete | Download
20/04/2020  12:12:12 20/04/2020  12:12:12 Video.mp4 > i !

Are you sure
you want to delete this picture ?

o C6 thé& chon méc thoi gian bat dau két thuc
o Chay video, xda, tai xudng trén giao dién
e Event: Hién thi nhitrng sy kién Al Event.

VIEuW Liveview Playback Setup Name_Model
List Of Event
20/04/2020653 12 : 12 : 12 Storage | Al v Delete | | Download |
Event| Motion detection v SD Card

intemal |

Are you sure

you want to delete this picture ?

o Nhan vao s& hién thi mot list cac su kién Al Event. C6 thé chon méc thoi
gian bat dau két thuc, chon loai sy kién Event Al.
o Chay video, x0a, tai xuéng trén giao dién
e Picture: Xem hinh anh chup lai.
o Hién thi cac dnh theo thoi gian d3 chon, cho phép tai xuéng hodc xda

19.08.2020 © 2020 Bkav Corp. All Rights Reserved 18
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VIEW Liveview Playback Setup Name_Model

List Of Picture

= sorage | Al v Delete
Start 20/04/2020 £5312 : 12 : 12 Morage Al Deren migad

SD Card

™ PR P c» Internal

Are you sure
# you want to delete this picture ?

o Nhé&n vao dé hién thi video Ivu trong ngay hdm nay.

e Capture @ :Chyp va Iuu hinh anh véi dinh dang PNG.
o Nhan vao Icon dé thuc hién chirc ndng chup anh khung hinh va Iwu vao bd
nh& may tinh, cho phép chon thu muc lvu.
o Speed ! 7 :Caidittdc do video.
o Nhan vao Icon s& hién hdép thoai dé Iwa chon t8c d6 phat cla video vdi cac
tuy chon x0.5, x1, x2, x4, x8... C6 thé chuyén nhanh gitta cdc mirc qua miii
tén bén canh.

e Volume m: Thay d6i am lwong.
o Hién thanh am lwgng khi di chuyén con trd tdi. Cho phép kéo tha dé thay
ddi am lvong video.
o Nhan dé tat/ bat &m thanh.
e Full Screen : Hién thi video toan man hinh.
o Nhan vao Icon dé hién thj video toan man hinh.
e Time Bar: Lua chon khoang thoi gian mudn xem lai camera

o Kéo con tro dén thoi diém nao thi sé bat dau hién thij video tir thoi diém
do

19.08.2020 © 2020 Bkav Corp. All Rights Reserved 19
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4, Thé Setup

~ N A .
4.1. Cau hinh luong Video Stream
Liveview Playback Name_Model
o0 Network Video Settings Help
O Video & Audio
Video General
Audio
Channel High M
& User Management
Resolution 3072x 1728 (16:9) v
Security
o Frame rate 0 fps
L& Al Analytics
Compression [ ——
% System
Encoding
Codec H.264 v
Bitrate control Variable v
| Defaut |
=
hY Y n Y .
Man hinh céu hinh video stream
e General

o Resolution: D3t do phan giai
o Frame rate: Dat gidi han fps
o Compression: D3t do nén anh
e Encoding
o Codec: Chuan nén hinh anh
o Bitrate control: Cé thé dugc st dung dé quan ly tiéu thu bang thong

19.08.2020 © 2020 Bkav Corp. All Rights Reserved 20
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4.2. Cau hinh luéng audio stream
VIE“‘!.,! Liveview Playback Name_Model
oo  Network Audio Settings Help
(O  Video & Audio
Video Alow audio
Audie Mode Full duplex v
&  User Management ot
(§  Security Gain §— 9 ————— i
LA Al Analytics Output
% System Gain PH————————————— 5
Play clip Camera clicks v (® | Selectfile
Default
Man hinh c@u hinh audio stream
e Audio
o Allow audio: Cai dat nay cho phép camera bat tinh nang audio, ban cling
can kich hoat audio & muc cai dat Stream.
o Mode: Chon ché dd Audio
* Full duplex: Am thanh dwoc nhan va glri cing mot ldc
* Half duplex: Am thanh dwoc nhan va glti, nhwng khdng cung lic
= Simplex — Network Camera speaker only: Am thanh chi dwoc phat
qgua loa phat
= Simplex — Network Camera microphone only: Am thanh chi duoc
thu qua mic thu am
e Input
o Gain: DO nhay cla micro
e Output

o Gain: Cai dat ndy dé diéu chinh cudng d6 4m thanh & dau ra 4m thanh.
Dau ra &m thanh cé thé dwoc két néi vdi Ampliva Loa
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o Play clip: NUt nay cho phét ban phét clip theo céc thd cdng. D€ ciu hinh
cho Camera ctia BKAV phat cac clip am thanh khi cé sy kién xay ra, hay cai
dat & System>Events va thiét 1ap cac quy tac

o a Edit audio clips: Nhan vao né dé thay déi cai dat clip &m thanh
= P& tailén modt Clip Am thanh, nhan vao nut Upload new clip sau dé
chon tép va tién hanh tai [én
= Trong danh sich cdc clip &m thanh, ban cé thé chon 1 clip sau dé
thay d&i tén cta nd, xdéa né hodc tai xudng

~ A \ e AY
4.3. Cau hinh ngu¢i dung — User Management
Liveview Playback Name_Model
oo Network User management Settings Help
(O Video & Audio
a o admin .
= User Management S iministrator
() Security User name
L& Al Analytics root
Current password
% System

Man hinh cGu hinh ngudi ding

e Hién thj cic tai khodn dang nhdp WebUI. Cho phép ngudi dung thay doi tén tai
khodn, mat kh3u cho Ian dang nhap tiép theo

e Bén canh céc tén tai khoan cé cidc mii tén, cho phép nhan vao dé hién thi hay an
chi tiét théng tin tai khoan.

e (Cac muc Username, New Password, Repeat Password cho phép nguwoi dung nhap
tlr ban phim.

e Hién thj d6 an toan ciia mat khiu nhu giao dién.

e HOp thoai Role: Lwa chon tir loai tai khoan.

e Nhan Save dé luu va cap nhat thdng tin.

19.08.2020 © 2020 Bkav Corp. All Rights Reserved 22



Al VIEW

by Bkav

e Cac Switch &@ muc Anonymous cho phép on/off.

4.4. Cau hinh mang — Network
Liveview Playback Name_Model

oo  Network Wifi Settings Help

Wireless
f :
P & Port Wifi Mode: AP -

HTTPS SsID: IPCB053_TA2540

E=E Password: Password

Qos
[ oefault |

Apply ‘ Cancel

SNMP

Video & Audio

User Management

QO 0 O

Security

3

Al Analytics

g

System

Man hinh cdu hinh mang

e Wireless:

Wifi

Wifi Made: AP -
5510 PCBOS3_TA2540

Password: Password

Default

o Dién SSID — Password
o Chon Apply dé lru théng tin Wifi vira dién
e |P &Port

19.08.2020 © 2020 Bkav Corp. All Rights Reserved 23



Al VIEW

by Bkav

VlEh‘fy Liveview Playback Name_Model

oo Network 1P & Port Settings Help
Wireless IP Address Port
IP & Port
IP Mode
HTTPS
IP mode
802.1x Manual v
1Pv4 setup
QoS
MAC address F4:30:22:09:B4:C1
SNMP
1P address 192.168.1.105
(O Video & Audio Subnet mask 2252252250
&  User Management Gateway 192.168.1.1
O Security DNS 1 168.126.63.1
<F Al Analytics DNS 2 168,126.63.2
%3 System Host name XNO-6120R-E420220984C1
|Pv6 setup
IPv +/| Unable
1P type F4:30:22:09:84:C1
1P address 192.168.1.105
Prefix 225.225.225.0
| Default |
Apply | Cancel
IP Address Port
Port HTTP 90
HTTPS 443
RTSP 554
Default
Apply ( Cancel

o IP Address
» |Pv4 setup: C4u hinh dia chi IPv4
= |P address: Cau hinh dja chi IP cda thiét bj
» Subnet mask: Cdu hinh subnet mask
» Gateway: Ciu hinh Gateway
= DNS: C4u hinh DNS
* Hostname: Cau hinh hostname

=  HTTP: C4u hinh port cho HTTP
=  HTTPS: C4u hinh port cho HTTPS
= RTSP: C4u hinh port cho RTSP
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4.5, Cau hinh bao mat — Security

Liveview Playback Name_Model

oo  Network IP filtering Settings Help
O  Video & Audio
Filtering type
& User Management
@ Deny registered IP

S Security Allow registed 1P

IP filtering

Firewall 1Pv4

: Add Delete
Storage Encryption
Select Use P

< Al Analytics ) 192.168.0.1
e{.} System 192.168.0.1

Default

Apply Cance

Man hinh cGu hinh bdo mat

Chu y khi sir dung chire ndng nay, cdc IPs trong danh sdch c6 thé bj chdn va khéng thé
truy cap vao camera.

e |P address filtering

o Duoc bat trén Setup > Security > IP filtering. Sau khi kich hoat, list IP
address s& cho hodc tir chdi truy cip vao san pham. Chon cho phép hoic
tir chdi danh sdch va bam ap dung dé bat loc dia chi IP.

o Deny registered IP: T&r chdi tat cd cdc IP dudi danh sich truy cap vao
WebUI camera, cac IP ngoai danh sach dwoc phép truy cap.

o Allow registered IP: Chi cho phép cac IP duwdi danh sach dwgc truy cap vao
WebUIl camera, cac IP ngudi danh sach khong dugc phép truy cap.

o IPv4

* Theo mac dinh sdn pham duwoc dit s dung IPv4 va ty dong 13y dia
chi IP qua DHCP. Cai dat IPv4 tai Setup > Security > IPv4.

* DHCP (Giao thirc cdu hinh may chi déng) cho phép quan tri vién
mang quan ly tap trung va tu dong hda viéc gan cac dia chi IP. DHCP
chi nén duoc bat néu s dung théng bao dia chi IP déng hodc néu
DHCP cé thé cap nhat mdy chd DNS. Sau d6 cd thé truy cip san
pham theo tén may chd.
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* Tacé thé thém dja chi IPv4 bang cach vao muc “Add” dé thém hodc
x6a 1 dja chi d3 cé truwdc d6 bang “Delete”
o IPv6

* N&u IPv6 duoc bat, san pham s& nhan dia chi IP theo ciu hinh trong
bé dinh tuyén mang.

» P& slrdung IPv6 ta truy cap tai Setup > Security > IPv6. Cai dat khac
cho IPv6 nén duoc thyc hién trong bd dinh tuyén mang.

* Tuong tw nhu IPv4 ta cling cé thé thém va xéa mot dia chi bang
nhirng thao tac giéng nhu vay.

e Firewall
V'%H\J Liveview Playback Name_Model
oo Network Firewall Settings Help
(O  Video & Audio
e 7 C fi I
‘% User Management Turn off Camera firewall (not recommended)
IP filtering
Firewall
Storage Encryption
AP Al Analytics
%3 System
Man hinh céu hinh Firewall
Truy cap vao firewall bang cach vao Setup > Security> Firewall.
Khuyén nghi luén bat Camera firewall dé tang tinh an toan, tranh viéc
camera bj tin cong.
4.6. C4u hinh phan tich hinh dnh bang Al — Al Analysis

4.6.1. 0 ctrng lvu trir - Storage
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Event Setup
Use Type FTP Email Server Record Alarm output
v TS
e MOt3
Hién thi danh sach cac bai Al dang chay trén camera, nghiép vu cua
tirng bai
o Bainao dang chay sé tick & cot Use, khéng chay sé dau x
o Nghiép vu nao dang chay sé tick, khong chay s& dau x
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4.6.2. O ctrng lwu triv - Storage
Liveview Playback Name_Model

oo Network Storage Stream Settings Help
O Stream & Audio Storage Infomation Blav is a technol poration that special
é User Management in cyber security, software, e-government,
Free size Total size Status smariphone masufacturing and ssart alsctronic
V)] Security -
oOMB 0ME None Format | devices. Bkav is among the Top 10 of Vietnam’s
AL .
4 Al Analytics best-known brands chosen by Vietnam Intellectual
omMme 0MB None Format | . -
S Property Association, and among the Top 10 providing
Storage best services chosen by Vietnam Standard and
q Overwrite Consumers Association.
Face Detection
V| Enable
Face Mask Detection
. v Auto delete 5 | days(1~180)
Facial Recognition
Intrusion Detection
People Counting
Intelligence Transport System Capture Parameters
Social Distancing ~| Enable
Fire Detection
Storage [ sbcard ] internal
Vacant Parking Space Detection
Object Left Behind Detection Format MPEe v
Resolution 1920x1080 v
%3 System
Quality High -

Record Setup

v Enable
Storage [ sbecard [ internal
Record profile JPEG v
Event recording Full frame v
Pre event duration 3 seconds v
Post event duration 5 seconds v
Recard file type MP4 v

[ Defautt |

Apply | cancel

Man hinh cdu hinh storage

o Storage Setup: Hién thj thong tin bd nh& lwu trir cha thiét bj
= Hién thj théng tin chi tiét b nh&
= Click Format, thyc hién clear dit liéu trong bd nhd

o Overwrite: Cho phép ghi dé di liéu khi b nhé day
= Checkbox Enable: Mac dinh check
= Checkbox Auto delete: Mac dinh check
» Step Number: Value 1 - 180

o Capture Parameters: Cai dat thong s6 chup anh
= Checkbox Enable: Mac dinh check
» Storage: Mac dinh check SD Card va Internal
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= Format: Mac dinh *.jpg
*» Dropdownlist Resolution:

Value gdm: 1080P; 720P; 480P
Mac dinh: 1080P

* Dropdownlist Quality:

Value gbm: Hight; Medium; Low
Mac dinh: Hight

o Record setup: Cai dat thdng sé ghi lai

= Checkbox Enable: Mac dinh check

= Storage: Mac dinh check SD Card va Internal
= Dropdownlist Record profile:

4.6.3 Face detection

Value gdm: 1080P; 720P; 480P

chi cho phép cac IP dudi danh sach duoc truy cap vao
WebUIl camera, cac IP ngudi danh sach khéng duoc phép
truy cap.
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Name Model

oo Network

Face Detection

O Stream & Audio

Fratia Face 1

& User Management

T Security
<7 Al Analytics
States
storage

Face Detection

Intelligence Transport System
Sodial Distancing

Fire Deteclicn

%y System

o ik =

] crab
et confuation

arsor adrass

Autharsieation 7 &

Sabject

e surpu

Event activation time

atenval 30 min | Reset |

Stream Sattings Help

Blav is o technology corportion thatspecializes
in eyber security, oftware, e-government.
smartphone manufacturing and smart electronic
devices. Bleav i 3mong the Top 10 of Vietnam's
bect known brands chosan by Vietnam Intellectusl
Property Association, and among the Top 10 providing
best services chosen by Vietnam Standard and

Consumers Asmociation.
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Man hinh cdu hinh phdt hién khuén mgt

t

o Checkbox Enable Face Detection: Mac dinh uncheck, dé bat bai Al

o Chon vung Area Active: Kich chudt vao dé v& vung active cta bai Al. Kich
chudt phai dé hoi cé6 mudn xda viung duwoc chon khéng. Vung duwoc chon
sé c6 mau dam hon bén ngoai

o [Event Action Settings:
=  Mac dinh uncheck tat ca cac trwong
= Né&u check, hién thj thém cac trudng théng tin twong &ng nhu

dudi day:
FTP:
FTP Server address
configuration
1D
Password &

Upload directory

Port 0

Passive mode Enable

Server:

Server setup URL

Method v

Token

Json Format

Email:
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Email Server address
configuration
Authentication Enable
TLS Enable
ID
Password B
Port 0
Recipent
Sender

Subject

Message

o Event activation time:
*» Mac dinh check Always
= Né&u check Only scheduled time, hién thj bang thdi gian bén
dudi.
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Sun Mon Tue Wed Thu Fri Sat

gam 6:00 - 700 .

fam

4k

Bam

9am

10am

11am

12pm
1pm
2pm
3pm
4pm
S5pm
6pm
Tpm

Kéo chudt theo tirng cot dé chon céc khodng thoi gian

Khoang thoi gian nao dwoc chon s& mau xanh va hién thoi gian khoang dé
Khoang nao khéng cé s& mau trang

4.6.4 Face mask detection
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Face Mask Detection

Enable Faces Mask Detection

Active arsa

Event Action Settings

FTP

O erave
Server [ znaole
Email D Znadle
Reco [ enavle
Alzrm ocutput [ zneote

Event activation time © Always Only scheduled time

e M6 ta:
o Tuwong ty Face Detection
4.6.5 Face recognition
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Face Recognition

Enzble Face Recognition

Active arsa

Storage Face Profile

Device Server

Event Action Settings

FTP

Email

Alarm output

Event activation time

@ Always Only schaduled time

Cancel

o Tuong ty Face Detection

19.08.2020
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4.6.6 People counting

People Counting

D Enzble Pzople Counting

Active arza

Event Action Settings
TP [ znaol
oSETVEr D Enzol
ail D Znzol
econ D Znzole
Alarm outp [] znaol
Event activation time © Always Cnly scheduled time
~ ?
e Mota

o Tuong ty Face Detection
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4.6.7 Intelligence Transport System (ITS)

Intelligence Transport System (ITS)

Enzbdle Intzlligence Transport System (IT3)

Categories

Vehicle Featurs Anpr [] 8rand [] Vehicle Counting [] Colou

Nation VietNam v

Event Action Settings

mE
a1 O zn
3 O =
e [J znzsle
r‘ [] znaole
Event activation time 'Q Always Only schadulzd time

o Categories:
» Vehicle Feature: Gom 4 loai:

Anpr |:| Brand |:| Vehicle Counting |:| Colour

* Dropdownlist Nation:
e Value gdbm: VietNam; US; India

e Event Action Settings:
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o Tuwong ty Face Detection
4.6.8 Fire detection

Fire Detection

Enzble Firz Detection

Active arsa

Event action settings

[J cnazble
Server [ zneole
Email [J znzole
Record [ znaele
Alzrm output [J znazble
Event activation time @ Always Only scheduled time

Cancel

o Tuong ty Face Detection
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4.6.9 Social distancing

Social Distancing

Enzble Social Distancing

Active arsa

Distance 0 meter | W
Event action settings
P nable
enver Znable
Email [ znaole
Alarm [ zneole
Event activation time @ Alway: Only scheduled time
~ ?
e Mo ta:

Tuong tu Face Detection

o Chon Enable dé bat ché do server
o Servername: Nhap vao tén server.
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o Upload directory: Nhap vao dwdng dan post/get dit liéu
o Port: Nhap vao gia tri Port cia mdy chd. N6 s& duwoc thay ddi theo cai dat
clia mdy chd. Gia tri ndy nam trong khoang tir 1 — 65535.
o Protocol: Chon giao thirc truyén nhan.
4.7. Cau hinh hé thdng — System

Base Information

Model - 0oo

Product Number - 00000

Serial Number

Firmware Version 1546
Web Version -3.3.0
Number of channels =10

e Base Information: Kiém tra tén model va s& sé-ri cia san pham; cac théng tin
phién ban cda phan mém.

e Time Settings: Cai dat thdi gian, mui gio cho camera. C6 thé Iwa chon ché d6 dit
thd cdng hodc tu dong cap nhat ngay gio qua internet.
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VlEbHy Liveview Playback Name_Model

o Network Time Settings Settings Help
O Video & Audio Mode Manual -
& User Management
. Time zone: (UTC + 07:00) Bangkok, Hanoi, Jakarta | v

v} Security
L Al Analytics
. Device time 20/04/2020 12 : 12 : 12
3 System

Base Information

Times Setting Date & Time: 20/04/2020 5312 : 12 : 12

Maintenance

GPS

About Default

Apply Cancel

o Khivao s& hoi nguoi dung c6 mudn dong bd Time trén may tinh local cho
camera khéng? Néu cé thi déng bd thai gian va timezone. Néu khéng chon
Auto/Manual dé diéu chinh (Auto chi chinh dugc timezone, Manual chinh
duwoc hét). Khuyén nghi nén chon Auto.

e C3u hinh bao tri — Maintenance
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Firmware Upgrade

Mode upgrade

Following to the steps
1. Download the firmware here

2. Select file firmware

Al JVIEW
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kdanual v

https:/faiview.al/download

Select file
Reset
Reboot Restart
Restore configuration and keep data
Restore the factory walue but keep the IP settings
Restore all factory values Restore
Logs
Wiew the swstem log
Wiew the access log
Wiew the event log
Man hinh céu hinh bédo tri
o DE& cap nhat firmware, thuc hién céc chirc ndng reset:
o Update firmware: Lua chon file upgrade firmware qua nat nhan Select.
Lwa chon phuong thirc Upgrade va nhan nat Upgrade dé bat dau viéc thuc
hién Upgrade.
= NE&u chon Manual: chi hién thij
Budc 1: vao link, tai file firmware vé
Buwdc 2: Chon file trén may client
* NE&u chon Auto chi hién thj Upgrade use OTA. an thi camera tu déng
update
o Reset:
= Reboot: restart of power
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= Restore configuration and keep data: Reset tat cd cau hinh d3 cai
dat nhwng van dit liéu data video luwu trit, sy kién Al, ...

= Restore the factory value but keep the IP settings: Cai dat lai tat ca
cau hinh nhung van gilt lai cau hinh IP d3 setup

= Restore factory: Cai dat lai nhw lGc xut xudng
e Setup — System — GPS: Tick Enable va Apply thi thiét bj tra vé gia trj ciia GPS

Liveview Playback Name_Model
oo Network GPS (Global Positioning System) Settings Help
(O Video & Audio Enable GPS
& User Management
Time:
v} Security
& Al Analytics Latitude Degrees:
9
3 System Longitude Degrees:
Base Information
Accurac y
Times Setting
Maintenance
GPS
eut | cancel

4.8.1 Storage management
Xem céc thdng tin vé bd nhé cla camera va Format bé nhé néu can

Storage Management

Storage setup

Device Free size Total size Status Action
Internal 19689824 20184244 true Format
SD Card 0Gb 0Gb false Format
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4.8.2 Record video

Record Video
Video configuration B

Storage SDCard (@ Internal

Record profile 1080P v

Recording 30 v

Record file type * mp4 v
Overwrite

Enable
Auto delete 5 days (1 ~ 180)

Activation time 'E_ijl Always Only scheduled time

Apply Cancel

Chtrc nang nay dé cau video record dwoc khi nhan nut record @ man hinh Live View
Video configuration:

Storage: Chon noi lvu trit video

Record profile: Chon chat lwgng record, dd phan giai

Recording: Téc d6 lwu trit bao nhiéu khung hinh trén second (FPS)

Type: Pinh dang luu triv
Overwrite:

Enable: Cho phép ghi dé video

Auto delete: Cho phép ty dong xda va chon thoi gian ty dong xda
Activation time:

Always: Camera sé luu trit lién tuc

Only scheduled time: Lap lich lvu tritr cho camera
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4.8.3 Capture image
Capture Image
Capture Parameters
Storage SDCard (@) Internal
Format *jpg v
Resolution 1080P v
Quality High v
Activation time '::_:.;I Always Only scheduled time

Apply Cancel

Chtrc nang nay dé cau hinh hinh anh chup duoc khi nhan nat Capture & man hinh Live
View

Picture Parameters:
Storage: Chon noi lvu trit video
Format: Dinh dang lvu trit, mac dinh la JPG
Resolution: Do phan giai hinh dnh muén luu
Quality: Chat lvgng hinh dnh, mac dinh la High
Activation time:
Always: Camera sé luu tri lién tuc
Only scheduled time: Lap lich lvu trir cho camera
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