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. Gi.i thi u chung

1. T  ng quan

Gil'i ph8p ph©on t2ch h3®nh [nh th'ng minh d,
|l i  ucc lucamesaream hfu hJ/Jlt c8&8c h«ng esamer
d,ng ctng ngh” tr2 tu  nh®©n tYo LW t., L, 6 ng
ng€ i d%ng.

Gi[i Aph8mx c_la” Adi [Vi eswh&8p t2ch h° p thtng n
trénAlBox, t L. ng nhdn d4ng, phg&t hi n s, ki n,
bg8o s, ki ' n vQ h th ng trung t @ol« Do€ vedyx s ¢
pho©on t2ch h3nh [nhA@Bbixon t &§ch L€ ¢ ngay tr°n

20 M. c L2ch t i 1i  u
M c L2ch t"i i u: H€e ng dXn s d_ng cho ng:+€
tr°n giao di n web c_ a Al Box
n"i t€ ng h€e ng LJn: Ng<€ i d%¥%ng

3. T, villt t dt

4. T"i 1i u tham khTlo
. Thtng s phfn ¢c. ng y°u cfu

Y°u cfu vQ thtng s’ m8y t2nh y°u cfu LW truy

- OS: Windows, Linux
- Web browser: IE, Chrome, Firefox

, a9

1. Sh L k J]t n" i
Ng€ i d¥%ng c¢c- thwW kJt n"i theo 2 c8ch:
6 KJJt n’ i | apt op AVBoxoqg ured nsgwiltAcNh LPJonE, swi t ch
Al Box
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TCP/IP (DHCP)
- 5
Router
A

PC/Laptop
TCP/IP (DHCP)
e POE Switch
TCP/IP (DHCP)
Al Box B01
£
o

Mt h3nh kAt nXi qua switch POE
O KJt n" i tr c t iABoxLld/ory Imspodgo BLyAM gtu™ n t. ng

TCPNIP (DHCP)

Al Box BO1

Mt h3nh kAt nXi trxc tiAp

V. H€, ng dXn s d_ng giao di n web
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()rJH;t |l P c,a m8y W®HPBoxh v 0o c¥%ng dli v, i

s

o M c a s’ ANet work Connectionso b3ung

o n8&8nh fAncpa.cplo v o ¢c a s ARunod v~ bIn

= Typethename of a program, folder, document, or Internet
=] : : )
resource, and Windows will open it for you,

Open: ncpa.cpl o

QK Cancel Browse...

M

o Trong ¢ a s ANet work Connectionso, k
ch  n APropertieso.

_rﬂ_ Metwork Connections

yi E’ « AllC.. » Metwork Connect... w 0 Search Metwork Connections 0
Organize = Disable this network device Diagnose this connection B ~ [N 9
_'- Ethernet — e
‘%ﬁ: Metwork ®) Disable plugged
= Intel(R) Ethernet Conne it Etherne...
Status
&i‘l Incoming Connecticns Diagnose nly
¢ » Mo clients connected G Bridge Connections
Create Shortcut
o Delete
G Rename
G Properties
ditems 1 itemn selected f=z =

v

o Trong c¢c a s hi n ola, Vemsinoml&ateTGRL I
v o n¥%t APropertieso.
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Metworking  Sharing
Connect using:
I? Irtel(R) Ethemet Connection (Z) [215-V
This connection uses the following tems:
'?Client far Microsoft Metwaorks e
’:]? File: and Printer Sharing for Microsoft Networks
3 vitualBox NDIS6 Bridged Networking Driver
4005 Packet Scheduler
Intemet Protocol Version 4 (TCP/IPvd)
L | g Microsoft Network Adapter Muttiplexor Protocol
& Microsoft LLDP Protocol Driver W
L4 >
Install... Uninstall Properties
Description
Transmizgion Control Protocol Antem ocol. The default
wide area network protocal that p s communication
across diverse interconnected nefworks.
QK Cancel

o Tyi General kich cin:

—_( =—C¢ =

Cmy ahoidlAy |y Lt

R
CRy GhoiitAy 5b{ &SN

Y N O K dhoan #tS
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Internet Protocol Version 4 (TCP/1Pwv4) Properties >

General  Alternate Configuration

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
(") Use the following IP address:

IP address: | . . . |

Subnet mask: | . . . |

Defaulk gateway: | . . . |

(®) Obtain DNS server address automatically
(") Use the following DNS server addresses:

Preferred DM server: | . . . |

Alternate DNS server: | . . . |

Validate settings upon exit Advanced

Cancel

o Cu'i c%¥ng bln OK LW ho"n t blt
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@ Ethernet Properties

Metworking  Sharing

Connect using:

I? Intel(R) Ethemet Connection (2) 1215V

Configure...
This connection uses the following tems:

& Client for Microsoft Networks A
U5 File and Printer Sharing for Microscft Networks

’:]? YirtualBox MOIS6 Bridged Metworking Driver

3005 Packet Scheduler

& Intemet Protocol Version 4 (TCP/IPv4)

O 4 Microsoft Network Adapter Multiplexar Protocal

& Microsoft LLDP Protocol Driver v
< >

Ingtall... Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocol. The defaul
wide area network protocol that provides communicatio
across diverse interconnected networks.

O ¢ NHz& lchIrgaSamera thong qua pin mdm Advanced IP Scanne
0 T¥ phth mdm Advanced IP Scanner theo linkips://www.advancedip-
scanner.com/vi/
o GM ySy>XX¥pabhmdht A S

o CHn tim o IP §i thanh tim kidm wng theo & IP Router ning VD:
192168.1.2254, 10.2.64.2254

E Advanced IP Scanner

— O x
File View Settings Help
’ Scan _EP 9
|192.168.1.1-254 Example: 192.168.0.1-100, 192, 168.0.200 |Search je. |

Results Favorites

Comments

‘ Status Mame IP Manufacturer MAC address

o Kich chRn Scan => giin mdm s«¢ tim kidm cac IP & nni tti Router nyng
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(T Advanced IP Scanner - O x
File View Settings Help
[
’ Scan _rP _g [
[10.2.64.1-254 Example: 192 1680.1-100, 192.1680.200 | [search £

Results Favorites

Status Mare P Manufacturer MAC address Comments 2

= JURMU-HD =30, 1U.2.04,30 SUFU LA LIS LS

@ huynhmt 10.2.64.58 COMPAL INFOR... 2001 4:06:38:48:91

El 10.2.64.60 10.2.64.60 GIGA-BYTE TECH... 50:E5:49:14:C4:0B

(= 10.2.64.62 10.2.64.62 BKAV Corporation  Dd:DZ:E5:45:D9:D1

El TOI-PC 10.2.64.63 Micro-Star INT'L ... 44:8A:5B:28:EF63

@ 10.2.64.65 10.2.64.65 GIGA-BYTE TECH... B&:2E:9%:82:98:04

EI S| 10.2.64.67 TC10:C8:BB:6T:AC

EI 10.2.64.72 10.2.64.72 GIGA-BYTE TECH... 74:D4:3%:61:8B:85

EI HAIVY-MS-7C89  10.2.64.74 D&:BE:C1:0%ES:2E

EI DESKTOP-T051... 10.2.84.77 Micro-Star INTL ...  4h88:5B:5C:3367

EI 10.2.64.78 10.2.64.78 26:80:68:5C:01:C8

EI 10.2.64.79 10.2.64.79 04:D9:F5:AD:82:41 W

122 alive, 0 dead, 132 unknown

0]

15.07.202

TyA

chMAC intrénheLd T B

Lt
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0 Truyqld mzmrLY O Y S Nljc tSang giidlp¥h nSiidvAdvanced IP
Scanner. VD: 192.168.1.168

M“n h3nh Litng nhop

O Khi Ltng nhdp | fn LfFu ti°n, h th ng s¢€
Mdt khXu m. i phli bao g  m:
o Dnh cho mdt khXu c¢-ding2t 8nHHym P dkeddit Kk,
t ch. hoal/ch, th€ ng, s~ v~ k2 t L Hc
o Dnh cho mdt khkya ¢- btdn t@enlL /An H5ng 2
s L.
o Nh_. ng k2 t LHc bi*t=+Bg® g m: ~ 1 @#$ %"
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o Network

IP & Port
& User Management
Security £ Port
5
> system IP Mode
IP Type
IPva Setup

MAC address
1P address
Subnel mask
Galeway
DNS 1

DNS 2

Hast name

ntng nhop th”

2. ThT Live
TUm t h" i

Administrator password change

New password

LYi mot Kkhx u

Live View Playback

102.21.174
265.265.255.0
102211
8.6.0.8
8.8.44

AICAM-byBkav

nh c'ng

View
ch€a c¢c- trong

3. ThT Pl ayback

TUm t h" i
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ch€a c¢c- trong
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E120-FCWP Log out

IP & Port

« IP Address
IPv4 setup: Configure IPv4 address

IP address: Configure the IP address of the

device
Subnet mask: Configure the subnet mask
Gateway: Configure gateway
DNS: Configure DNS
Hostname: Configure hostname
« Port
HTTP: Configure HTTP port
HTTPS: Configure HTTPS port

RTSP: Configure RTSP port

phi°n bf[n

phi°n bln

All Rights Reserved
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4. ThT Setup
41Cblu h3 nh inUgeBManagdmént g

VIEW Live View Playback Setup E120-FCWP Log out

o0 Network

User Management User Management
User Management
« Display WebUI login accounts. Allow users to
change account name and password for the

O  Security

o Administrator v
next login

%> System

User Name
« Next to the account names are arrows that

allow you to click to show or hide account
Jetall
Current Password et
® « The Usemame, New Password, Repeat
Password entries allow users to enter from the

New Password
keyboard

®
« Show password security as interface
Repeat Password
B « Role dialog box: Choose from the account type
Password strength:
g « Click Save 1o save and update the information
Role .
o « Switches in Anonymous allow on / off
Administrator v

Save

M n h3nh c¢cmu h3nh ng_vyi d¥%ng

O HiWn th c¢c8c t~"i kholn Ltng nhdp WebUI . (
mdt khXu cho | fn Ltng nhdp tiJ]p theo

& B°n cUnh c&c t°n t”"i khol[n c¢c- c8&8c mli t°n
thtng tin t7i khol n.

C8c m, c Username, New Password, Repeat Pa
phim.

Hi Wn th L, an to"n c,a mdt khXu nh€ giao
H p tHoedi LRa ch n t. lo4i t~ i khol[n.
Nhbin Save LW | €©u v° c¢cdp nhdt thlng tin.
C8c Switch ° m, ¢ Anonymous cho ph®p on/ of

O«

O¢ O¢ O¢ O«
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Live View
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Playback
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E120-FCWP Log out

oo Network
User Management
IP & Port
Wireless
HTTPS & Administrator

&  User Management
O Security

% System

User Management

« Display WebU! login accounts. Allow users to
change account name and password for the
next login

+ Next to the account names are arrows that
allow you to click to show or hide account
details

+ The Username, New Password, Repeat
Password entries allow users 1o enter from the
keyboard

+ Show password security as Interface

« Role dialog box: Choose from the account type

« Click Save 1o save and update the information

« Switches in Anonymous allow on / off

n h3nh
0 IP & Port

cmu

h3nh

mu

Live View

ng

Playback

E120-FCWP

Setup

Log out

oo Network

IP & Port
IP & Port
Wireless 1 Port
HTTPS
IP Mode
&  User Management
) security 1P Type
% system
1Pv4 Setup

MAC address
IP address
Subnet mask
Gateway
DNS 1

DNS 2

Host name

o IP Address
i I Pv4
i 1P

Subnet

—_—C -

DNS:

—_—C -

15.07.2022

setup:
addr ess:

Gat eway:
C blu
Host name:

Static

10.2.21.174
255.255.255.0
102211
8.8.8.8
8.8.4.4

AICAM-byBkav

Cancel

ma s Kk :
C blu

© 2021 Bkav Corp.

C blu

C blu
C blu
h3nh

h3nh
C blu

IP & Port
+ IP Address
o IPv4 setup: Configure IPv4 address

o IP address: Configure the IP address of the
hd device

o Subnet mask: Configure the subnet mask
o Gateway: Configure gateway
o DNS: Configure DNS
s Hostname: Configure hostname
« Port
s HTTP: Configure HTTP port
o HTTPS: Configure HTTPS port

o RTSP: Configure RTSP port

h3nh L a ch" |
h3nh L a ch"™ 1
h3nh subnet
Gateway
DNS

h3nh hostname

All Rights Reserved 12
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o Port
i HTTP: Cblu h®nh port cho HTTP
i HTTPS: Cblu h3nh port cho HTTPS
i RTSP: Cblu h3nh port cho RTSP
43Chblu h3 nH Sdcyiity mdt

[RRVE Playback E120-FCWP Log out

o0 Network
IP Filtering Ip Address Filtering
& User Management

Security « IP address filtering

Deny registered IP . .
IP Filtering . Enabled through Setup > Security > IP

fitering. Then, there will be IP address list to

. (@ Allow registered IP
Firewall L) o serve the granting or denying of access to the
o product. Select either allow or deny, then click
{}» System Apply to enable IP address filtering
1Pv4
Add Delete . IPv4
Select | Use | P » By default, the product is set to use IPv4 and
automatically obtain IP address via DHCP.
Configure IPvd at Setup > Security> IPv4
1Pv6
Add Delete o DHCP (Dynamic Host Configuration Protocal)
allows network administrators to centrally
Select | Use | P

manage and automate the assignment of IP
addresses. DHCP should only be enabled if
dynamic IP address notifications is used, or if

Apply Cancel DHCP can updale the DNS server. The

product can then be accessed by server
name

» We can add IPv4 address by going to "Add"
or delete an existing address with "Delete”

+ IPV6

o If IPv6 is enabled, the product obtains IP
address accarding o the confinuration in the

M “n h3nh c¢cmu h3nh bd o mot

Ch¥% 1T khi so dAng choc ntng n"y, c¢c8c | Ps tr
cop AVBoo

v

0 IP address filtering
0 n€ ¢ bSktupt Secunity > IP filteringg Sau khi k2ch hoUt
s€ cho hoHc t ch’ i truy cdp v 0o sI[n
s8§ch v° bblm 8p d,ng LW bdt | ¢ L a ch’
o Deny registered | P: T. ch” i tblt Ab[ c8c
Box, c¢§8c | P ngo"i danh s&8ch L€ ¢ ph®p t
o Allow registered I P: Ch" cho ph®p c8§c
WebUIAIBox, c8c | P ng€ i danh s8ch khtng UL
o IPv4
i Theo mHc L  nh s[n phXm L€ ¢ LHt s’
| P gua DHCP. Setup>Sé&chtity>IPPv 4 t Ui
i DHCP (Giao th_ ¢ cblu h3nh m8y ch_, L,
qulfn I'T tdp trung v~° t. L. ng h°a vi
L€ ¢ bdt nJju s d,ng thing bgo L a
cdp nhdt m8y c¢h, DNS. Sau L- <c¢- th
c h,

15.07.2022 © 2021 Bkav Corp. All Rights Reserved 13
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Ta ¢c- thw th°m L a ch” I Pv4 b=3ung c 8§
1 L"a ch" L« c¢c- tr€e ¢ L- b3ung fDele

NJu | Pve L€ ¢ bdt, s[n phXm s& nhdi
L " nh tuyJ/jn mUng.

nW s d, ng | P®dupt Security ulpv6.C dip £ Hti Kk h ¢
cho IPvée n°n L€ ¢ th ¢ hi n trong b
T€hng t. nh€e | Pv4 x-aa cmhntg lc'-a tchiW th
thao t8c gi ng nh€e vdy.

Live View Playback E120-FCWP Log out

M

o0 Network
&  User Management

O  Ssecurity

(@ Turn on camera firewall > Firewall
IP Filtering
Firewall Turn off camera firewall (not recommended) . ::,::::?g‘.::’::‘i: l;’a:;ays turn on the camera
OD System Apply Cancel
n h3nh c¢cmu h3nh Firewall
o Truy c¢cdp v' o firewall byl3ng c8ch v™ o Se
o Khuy/n ngAlBoxlfutrrewadtt LW ttngAltBaxrbh an t
tbiIn clng.
15.07.2022 © 2021 Bkav Corp. All Rights Reserved 14
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« Access the firewall by going to Setup > Security
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44ChHBlu h3 nhiSgstemt h™ ng

Live View Playback E120-FCWP Log out

Network
Base Information Base Information:
& User Management

O Security Check the mode| r\an‘\e and serial number of the
Product Number : E120-FCWP product; the software’s version information
% system
Serial Number E120FCWPE2200019
Base Information
Firmware Version 10011
Time Setting
Web Version 381
Maintenance
About
v . . . .
0 Base I nformation: Ka#WmcitaastThnpmXdel c€¢c &

c.a phfn mQm.
Ti me Settings:
ctng hoHc t L

C"i
.. ng

O«

AlBgx. t @ it gWah, a méh’ mi T
cdp nhdt ng”"y gi® qua i

Live View Playback

Setup

E120-FCWP Log out

Network
3 Base Information Base Information:
User Management

O Security Check the model name and serial number of the
Product Number E120-FCWP product; the software's version information
o
) System
Serial Number E120FCWPE2200019
Base Information
Firmware Version 1.00.11
Time Setting
Web Version 381

Maintenance

About

(0]
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Aut o/ Manual WWolicu ot mhh (LA ¢ ti mezo
h/Jt). Khuy/Jn ngh” n°n ch n Auto.
6 Cblu h 3 nihMaibt€nance r 3

M n h3nh c¢cmu h3nh bdo tr3

o nW cdp nhdt fir mware
o Firmware Upgrade OTA

i Downl oad and install: Tl bIln OTA
tra phi°n bln Al Box hi n tU4i t hBblg
thi/JJt b ch€a t[i vQ bln OTA n"y)
Download: Ch" t[li Dbl[n OTA vQ (Khi Kk
t hblpbhmntr°n server v ° KkiWm tra trc

., th ¢ hi" " n c¢c8c <ch

-

nay).

I I'nstall: Ch" tiJln h"nh c¢cdp nhdt (I
thblp hhn blfn tr°n server v~ ki Wm t
nay).

o Firmware Upgrade Manual L. a c¢ch n file upgrade f
Sel ect. L. a ch n ph€hng th_c¢c Upgrade
th ¢ hi n Upgrade.

I B€ ¢ 1: v o link, t[i file firmware

i B€ ¢ 2: Ch n file tr°n m8y <client

0 Reset:

1 Reboot: restart of power

I Restoreconfgur ati on and keep dat a: Rese
nh€ng vXn d. |li u data video | €u tr
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