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.  Gidi thiéu chung

1. Tong quan

Gidi phép phéan tich hinh dnh thong minh dua trén Al l1a giai phap gitp phan tich xtr 1y dir liéu
hinh anh tir, st dung cong ngh¢ tri tu¢ nhan tao dé tu dong dua ra nhiing canh béo, phan tich, théng
ké dén nguoi dung.

Giai phap Al Box ctua Al View 1a giai phap tich hgp thong minh st dung tri tu¢ nhan tao ngay
trén thiét bi, tu dong nhan dang, phat hién sy kién, hanh vi mét cach chinh xéc va dua ra canh bao
su kién vé hé thdng trung tim. Do vay s& giam tai dugc server ¢ trung tdm do da duoc xir Iy phan
tich hinh anh phan tic dugc ngay trén camera.

2. Muc dich tai liéu

Muc dich tai li¢u: Huéng dan su dung cho nguoi dung két ndi, dang nhap, str dung va cAu hinh
trén giao dién web cua Al Box E160-FFC nhu hinh dudi day:

Pbi twong hudng dén: Nguoi diung
Il. Théong s6 phin cirng yéu ciu
Yéu ciu vé théng sé may tinh yéu cau dé truy cap sir dung WebUI:

- OS: Windows, Linux
- Web browser: IE, Chrome, Firefox
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I11. So dd két nbi

=\

PC
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Power
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Gloria Box

IV. Huéng din sir dung giao dién web
1. DPang nhap
e (Cai dat ché d6 cap phat IP dong cho Laptop/PC:
o Mo cira s6 “Network Connections” bang cach an to hop

phim Windows+R
[+

o GO0 “ncpa.cpl” vao cura sO “Run” va an “Enter”

— Typethe name of a program, folder, document, or Internet
—_ rescurce, and Windows will open it for you.

Open: | ncpa.cpl

Cancel Browse...

o Trong ctra s6 “Network Connections”, kich chudt phai vao card “Ethernet”, chon
“Properties”.

© Bkav Corp. All Rights Reserved 4



_B_ Network Connections

A & « AlC.. > Network Connect... vd

Organize v Disable this network device

Search Network Connections

Diagnose this connection

(AD

O

X
P
» B~ @ @

: . Ethernet - Ctlocrnct
> _ Network Disable plugged
; 9
'ﬁg Intel(R) Ethernet Conned Status it Etherne...
Diagnose Dnly

| Incoming Connections
No clients connected

& Bridge Connections

Create Shortcut

G Delete

& Rename

& Properties

4items  1item selected

f== =

VIEW

by Bkav

o Trong ctra s6 hién ra, chon “Internet Protocol Version 4 (TCP/IPv4)” va kich vao

nut “Properties”.

L

Ethernet Properties

Metworking  Sharing

Connect using:

? Intel(R) Bthemet Connection (2) 1219V

This connection uses the following items:

I?Client for Microsoft Metworks
ﬁ? File and Printer Sharing for Microsoft Metworks

a?‘-.ﬁrtualon MNDISE Bridged Metworking Driver
005 Packet Scheduler

Intemet Protocol Version 4 (TCP/IPv4)
LI _a Microsoft Network Adapter Multiplexor Protocol

& Microsoft LLDF Protocol Driver
£

>

Install... Uningtall

Description

Transmission Control Pratocol/Intem
wide area network protocal that p

across diverse interconnected nelworks.

oK

Properties

ocol. The default

es communication

Cancel

o Tai General kich chon:

Chon “Obtain an IP address

automatically”.

Chon “Obtain DNS server address automatically”.

Kich OK dé hoan tht
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Internet Protocol Version 4 (TCP/IPv4) Properties e
General  Alternate Configuration
‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
(®) Obtain an IP address automatically
(") Use the following IP address:
Default gakeway: l:l
(®) Obtain DNS server address automatically
(C)Use the following DNS server addresses:
Preferred DS server: |:|
Alternate DS server: I:I
Validate settings upon exit Advencedin
Concel
o Cuoi cung an OK d¢ hoan tat.
B Ethernet Properties
Metworking  Sharing
Connect using:
? Intel{R} Ethemet Connection {2) 1215V
Configure...
This cannection uses the following items:
&8 Client for Microsoft Networks I
’:]? File and Printer Sharing for Microsaft Metwaorks
T virtualBox NDIS6 Bridged Networking Driver
3005 Packet Scheduler
A Intemet Protocel Version 4 (TCP/1Pw4)
O 4 Microsoft Network Adapter Multiplexor Protocol
& Microscft LLDP Protocol Driver v
£ >
Install.... Uninstall Properties
Description
Transmission Control Protocol/Intemet Protocol. The defaul
wide area network protocol that provides communicatio
across diverse interconnected networks.
Cancel
Truy tim dia chi IP cia camera thong qua phan mém Quét IP
o Tai phan mém Advanced IP Scanner theo link: https://www.advanced-ip-
scanner.com/vi/
o Giai nén, va cai dat phan mém
o  Chon tim dai IP tai thanh tim kiém tuong tng theo dai IP Router mang VD:
© Bkav Corp. All Rights Reserved 6



10.2.64.1-254

o  Kich chon Scan => phan mém s& tim kiém cac IP két ndi t¢1 Router mang

Al VIEW

by Bkav

(F Advanced IP Scanner - O X
File View Settings Help
]
’ Scan %P 9 (S
[10.2.64.1-25¢ ample: 192 168,0.1- 100, 192 168.0.200 | [search 2]
Results  Favorites
Status Name IP Manufacturer MAC address Comments &
- TUNL-HE V=30, 12,0400 LI AL
L] huynhmt 10.2.64.58 COMPAL INFOR...  20:1A:06:3A:44:91
L] 10.2.64.60 10.2.64.60 GIGA-BYTETECH... 30:E3:4%14C4:08
‘ Q- 10.2.64.62 10.2.64.62 BKAV Corporation  D&DZ:E5:45:09:D1
L] TOI-PC 10.2.64.63 Micro-Star INTL...  44:8A:3B:28EF63
g- 10.2.64.65 10.2.64.65 GIGA-BYTE TECH... B4:2E:9%:82:98:D4
L] M3l 10.2.64.67 TC:10:CHBB:GT:AC
g- 10.2.64.72 10.2.64.72 GIGA-BYTE TECH... 74:D4:35:61:8B:65
L] HAIVV-MS-7C8S  10.2.64.74 D2:BB:C1:08:E9:2B
L] DESKTOP-7051...  10.2.64.77 Micro-Star INTL...  44:8A:38:5C:33:67
[ 10.2.64.78 10.2.64.78 26:80:68:5C:01:C8
L] 10.2.64.79 10.2.64.79 04:D%:F3:AD:B2:41 v

122 alive, 0 dead, 132 unknown

e Truy cap vao dia chi IP camera di tim duoc thong qua phan mém
Advanced IP Scanner.

Man hinh dang nhap

e Khi dang nhap lan dau tién, hé thong s& yéu cau ngudi dung phai nhap mat khau moi. Mat
khau méi phai bao gdm:

o Danh cho mat khau c6 tir 8 dén 9 ki tu, ban can dung it nhét 3 loai ki tu sau: ki tu chit
hoa/chir thuong, so va ki tu dac biét.

o Danh cho mat khau c6 tir 10 dén 15 ki tu, ban can st dung it nhét 2 loai trong s6 do.
o Nhimg ki tu dic biét bao gom: ~' | @#$% &*()_-=+{}[].?/
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Administrator password change

New password

Man hinh thay déi mdt khau

P400-0803F Log out

Dang nhdp thanh cong

2. Thé Live View
Hién tai & phién ban phdn mém nay chwa hién thi muc nay
3. Playback

Hién tai & phién ban phdn mém nay chwa hién thi muc nay

© Bkav Corp. All Rights Reserved 8
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4. Thé Setup
4.1. Céu hinh théng tin ngudi dung - User Management

ADvievw

Man hinh cdu hinh nguwoi dung

o Hién thi cac tai khoan dang nhap WebUI Cho phép nguoi ding thay doi tén tai khoan,
mat khau cho lan dang nhap tiép theo

o Bén canh cac tén tai khoan c6 cac miii tén, cho phép nhin vao dé hién thi hay 4n chi
tiet thong tin tai khoan.

o Cac muc Username, New Password, Repeat Password cho phép ngudi dung nhép tur

ban phim.

Hién thi d6 an toan cua mat khau nhu giao dién.

Hop thoai Role: Lua chon tir loai tai khoan.

Nhan Save dé luu va cap nhat thong tin.

o O O O

Cac Switch & muc Anonymous cho phép on/off.

4.2. Céu hinh mang - Network
e |P & Port

© Bkav Corp. All Rights Reserved 9
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Live View Playback E120-FCWP Log out

oo Network

IP & Port IP & Port
IP & Port
Wireless P Port + IP Address
HTTPS IPv4 setup: Configure IPv4 address
IP Mode
5 User Management IP address: Configure the IP address of the
5 IP Type Stat v
O security P o device
°O System o Subnet mask: Configure the subnet mask
IPv4 Setup
Gateway: Configure gateway
MAC address DNS: Configure DNS
IP address 10.2.21.174 Hostname: Configure hostname
Subnet mask 255,255.255.0 + Port
Gateway 102211 HTTP: Configure HTTP port
DNS 1 8.888 o HTTPS: Configure HTTPS port
DNS 2 8.84.4 RTSP: Configure RTSP port
Host name AICAM-byBkav

o IP Address
»  IPv4 setup: C4u hinh dia chi IPv4
= IP address: CAu hinh dia chi IP ciia thiét bi
= Subnet mask: CAu hinh subnet mask
= Gateway: C4u hinh Gateway
= DNS: C4u hinh DNS
»  Hostname: Céu hinh hostname

« HT HTTP: Céu hinh port cho HTTP
= HTTPS: Céu hinh port cho HTTPS
= RTSP: Céu hinh port cho RTSP

Live View Playback

ee Network

HTTPS
IP & Port
HTTPS
p2p Secure connection system

HTTP (Do not use a secure conection)

&  User Management
HTTPS (Secure connection mode not using a unique certificate)
U Security
o HTTPS (Secure connection mode using a unique certificate)
{3 System
&  Storage

o HTTPS Cung cip giao thirc két ndi an toan cho nguoi dung
o HTTP (Khong sir dung két ndi an toan): Sir dung giao thirc HTTP (khong an toan)
o HTTPS (Secure Connection Mode Without Unique Certificate): St dung giao thirc

© Bkav Corp. All Rights Reserved 10
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HTTPS, két ndi an toan nhung khong c6 ching chi duy nhét
o HTTPS (Secu’re connection mode using onlly certificate): Str dung giao thtrc
HTTPS, két no6i an toan véi chung chi duy nhat
o P2P

P2P \ection State ONLINE

Apply

Str dung domain mdc dinh cua Al Valley Cloud

o P2P cho phép nguoi dung st dung dich vu Al Valley Cloud hodc Al Valley on-
premise. Al Box s& két ndi v6i Al Valley dé dinh c4u hinh céc tinh ning Al cho
Box xir Iy va giri cac su kién AI dén may cha Valley va thiét bi ca nhan.

o Trang thai két ndi cho biét camera duoc két ndi v6i Al Valley Cloud hay tai chd.
Trang thai TRUC TUYEN cho biét camera dugc két nbi.

o Ngudi dung co thé chinh sitra dé két ndi voi may chu tai chd cia Al Valley bang
cach chon ché d6 Thu cong, nhap Tén mién, Céng, Tén nguoi dung & Mat khéu
clia may chu tai chd cua Al Valley.

Theo mic dinh, tinh nang P2P dugc BAT va dugc két ndi véi Al Valley Cloud.

Live View Playback E160-FFC
oo Network
P2P P2P
IP & Port
HTTPS o Enable: Default uncheck
P2P Connection State  ONLINE
& User Management Enable P2P
O Security Mo =
% System
Domain https://psppdev.hedtvn
8 Storage
Port 30004
Username 60c6b9a47ba2adcelb1ad499
Password B
Verify SSLTLS 7] Disable

Cdu hinh Al Box dé két noi dén Al Valley on-premise

© Bkav Corp. All Rights Reserved 11
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4.3. Cau hinh bio mat - Security

B)veew

Network

User Management

IP Filtering
Firewal

O system

Live View Playback - EI20FCWP  Logout

IP Filtering Ip Address Filterin g

Man hinh céu hinh bdo madt

Chii y khi sir dung chirc nang ndy, cdc IPs trong danh sdch c¢é thé bi chan va khéng thé truy

cdp vao camera.

IP filtering
Dugc bat trén Setup > Security > IP filtering. Sau khi kich hoat, list IP address s€
cho hoic tir chdi truy cap vao san pham. Chon cho phép hoic tir chdi danh sach va
bam 4p dung dé bat loc dia chi IP.

Deny registered IP: Tir chdi tit ca cac IP dudi danh sach truy cap vao WebUI cila
Al Box, cac IP ngoai danh sach dugc phép truy cap.

Allow registered IP: Chi cho phép cac IP dudi danh sach dugc truy cap vao WebUI
cua Al Box, cac IP nguoi danh sach khong dugc phép truy cép.

o

o

IPv4

IPv6

Theo mac dinh san phém dugc dat sir dung IPv4 va ty dong léy dia chi IP
qua DHCP. Cai dat IPv4 tai Setup > Security > IPv4.

DHCP (Giao thirc cau hinh méay chu dong) cho phép quan tri vién mang
quan 1y tap trung va ty dong hoa viéc gan cac dia chi IP. DHCP chi nén
duoc bat néu st dung thong bao dia chi IP dong hodc néu DHCP ¢6 thé cap
nhat may chi DNS. Sau d6 c6 thé truy cap san pham theo tén may chu.

Ta c6 thé thém dia chi IPv4 béng cach vao muc “Add” dé thém hodc xo6a 1
dja chi da co trude d6 bang “Delete”

Néu IPv6 duoc bat, san phém s& nhan dia chi IP theo cdu hinh trong bd dinh
myén mang.

Dé sir dung IPV6 ta truy cap tai Setup > Security > IPv6. Cai dit khac cho
[Pv6 nén dugc thyc hién trong b dinh tuyén mang.

Twong ty nhu IPv4 ta ciing c6 thé thém va x6a mot dia chi bang nhing thao
tac gibng nhu vay.

© Bkav Corp. All Rights Reserved 12
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e Firewall

Live View Playback E120-FCWP Log out

o0  Network
Firewall Firewall
&  User Management

« Access the firewall by going to Setup > Security

O Security
= y @ Tum on camera firewall > Firewall

IP Filtering
Firewall Turn off camera firewall (not recommended) « Itis recommended to always turn on the camera
“ firewall to increase safety

B
System
o ! Apply Cancel

Man hinh cau hinh Firewall

o Truy cap vao firewall bang cach vao Setup > Security> Firewall.
Khuyén nghi luon bat Camera firewall dé ting tinh an toan, tranh viéc camera bi
tan cong.
4.4. Céu hinh hé thong - System

e Base Information: Kiém tra tén model va sb sé-ri clia san pham; cac théng tin phién ban
ctia phan mém.

ol Live View Playback Setuy E120-FCWP Log out
(ADview oo 2 o

oo Network
Base Information Base Information:
&  User Management
O securlty Check the model name and serial number of the
Product Number E120-FCWP product; the software’s version information
System
Serlal Number E120FCWPE2200019
Base Information
Firmware Version 10011
Time Setting
Web Version 381

Maintenance

About

o Time Settings: Cai dat thoi gian, mui gio cho Al Box. Co thé lva chon ché d6 dat thu cong
hoac ty dong cap nhat ngay gid qua internet.

© Bkav Corp. All Rights Reserved 13
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Name_Model

Liveview Playback

Time Settings .
Setti Hel,
Network nas el

Video & Audio Mode Manual M

User Management

Time zone: | (UTC + 0700) Bangkok, Hanoi, Jskarta | v
Security !

Al Analytics

Device time W00 12:12:12

ShQ O 3

System

Base Information
Times Setting Date s Time: | ayoiae0 £31212: 12
Maintenance

GPs

About Default |

Khi vao s& hoi nguoi dung c6 mudn dong bd Time trén mdy tinh local cho camera khong?
Néu c6 thi dong bo thoi gian va timezone. Néu khong chon Auto/Manual dé diéu chinh (Auto
chi chinh dugc timezone, Manual chinh dugc hét). Khuyén nghi nén chon Auto.

e Céu hinh bao tri — Maintenance

Live View Playback E120-FCWP Log out

Network

g

Maintenance Maintenance
User Management

« To update the firmware, perform the reset

Q 0Oe

Security Firmware Upgrade OTA funcions
% system
OTA Information The current firmware version is the latest « Update firmware: Select the firmware upgrade
Base Information file via the Select button. Select the Upgrade

method and click the Upgrade button to start the

Time Setting
Upgrade execution
Maintenance Firmware Upgrade Manual
About It Manual Is selected: display only
Following to the steps Step 1: Click the link, download the firmware
1. Download the firmware here hitps //aiview.alidownload e
Step 2: Select the file on the client computer
2, Select file fimware Select file Step 3: Upgrade
Reset + Reset
Reboot Res
tar
il Reboot: restart of power
Restore configuration and keep data
Restore configuration and keep data: Reset
Risstore i tact i bt kiep all Installed configurations but still store video
estore the factory value but keep the
i " Restore data, Al events
IP settings
Restore all fa 3
Sstore ol Tactory values Restore Restore the factory value but keep the IP
settings: Reinstall all configurations but keep
the setup IP
Logs
View the system log Restore factory: Reinstall as factory

View the access log

Man hinh cau hinh bdo tri
o beé cap nhat firmware, thuc hién cac chirc nang reset:

o Update firmware: Lya chon file upgrade firmware qua nat nhan Select. Liwra chon

© Bkav Corp. All Rights Reserved 14
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phuong thirc Upgrade va nhin nut Upgrade dé bat dau viéc thue hién Upgrade.

o Reset:

Néu chon Manual: chi hién thj

+ Budc 1: vao link, tai file firmware vé

+ Budc 2: Chon file trén may client
Néu chon Auto chi hién thi Upgrade use OTA. 4n thi camera tu dong update

Reboot: restart of power

Restore configuration and keep data: Reset tit ca cau hinh da cai dit nhung
van dir liéu data video luu trit, sy kién AL...

Restore the factory value but keep the IP settings: Cai dat lai tat ca cau hinh
nhung van giit lai cau hinh IP d setup

Restore factory: Cai dit lai nhu luc xudt xuong
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